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if α is small enough, the noise is small enough
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SQL-aware Encryption

DATA

ONION EQ

DATA

ONION SEARCH

DATA

ONION ORD

DATA

ONION ADD

Random (RND)

Homomorphic encryption (HOM)

Word search (SEARCH)

Deterministic (DET)

Join (JOIN and OPE-JOIN)

Order-preserving encryption (OPE)
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Adjustable Query-based Encryption

DATA

ONION EQ

DATA

ONION SEARCH
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Security

sensitive data

revealed information

compromise
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Further Reading I

Buchmann, J.
Einführung in die Kryptographie

Katz, J., Lindell, Y.
Introduction to Modern Cryptgraphy

Beutelspacher A., Schwenk, J., Wolfenstetter, K.-D.
Moderne Verfahren der Kryptographie

Petrlic, R., Sorge C.
Datenschutz. Einführung in technischen Datenschutz,
Datenschutzrecht und angewandte Kryptographie

I Illustrations in section Crypto 101 based on descriptions in the
works listed above.
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Further Reading II

Gentry, C.
Computing Arbitrary Functions of Encrypted Data
Illustrations in section Fully Homomorphic Encryption based
on descriptions in this work.

Popa, R. A., Redfield, C. M. S., Zeldovich, N., Balakrishnan,
H.
CryptDB: Protecting Confidentiality with Encrypted Query
Processing
Illustrations in section CryptDB based on descriptions and
illustrations in this work.
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